Abstract: Watermark detection is a topic which is seldom addressed in the watermarking literature. Most authors concentrate on developing novel watermarking algorithms. In a practical watermarking system, however, one must be able to distinguish between watermarked and unwatermarked documents. Many existing systems belong to the class of so called 'yes/no' watermarks, where the detector correlates the candidate image with some known sequence to determine whether a mark is present. Unfortunately, these watermarks often carry no extra information and are not very useful. On the other hand, multi-bit watermarking schemes typically use a separate reference watermark and the payload of the watermark is decoded only when this reference watermark is successfully detected in the received image. It is shown that it is not necessary to use a reference watermark for detection purposes if the watermark payload is encoded with an error control code. One can then put all the energy into the payload watermark and increase its robustness. The turbo code is used as an example of error control codes in the work presented, and simulation results using an algorithm based on the authors' previous work verifies their theory.
Introduction
The aim of watermark detection is to determine the likelihood of the presence of a watermark in an image, regardless of the content of the mark. Most existing robust watermarking systems fall into two categories: the so called 1 -bit or 'yes/no' watermarks and multi-bit watermarks. In the former case, a single sequence is embedded into an image as the watermark and the watermark detector correlates the received image with this known sequence and compares the result against a threshold to decide whether a watermark is present [ I , 21. However, these watermarks often carry no extra information [Note 11 and are thus not very useful. In the latter case, although the watermark carries information, the decoder should only decode the payload if the watermark is successfully detected in the candidate image. The problem of watermark detection can be formulated into a hypothesis test:
(1) H,: y = e watermark is absent H,: y = qs + e 0 < q 5 1 watermark is present where e is the noise vector, which may include the host image coefficients, and s is our watermark signal. q takes into account the possibility that the watermarked image is attacked and the amplitude of the watermark s is reduced as a result. Lu et al. [3] proposed the use of the locally optimal detector (LOD) which maximises the slope of the power function when q is close to zero. [S, 61 analysed watermark detection using correlation in a spread spectrum system under filtering attack, and derived a Neyman-Pearson based detector. The authors proposed an approach where the watermark is detected in 'one shot' without first being decoded. In this paper, we will assume the watermarked image has not been attacked in order to simplify our analysis. In the case of watermark decoding, usually no threshold is necessary, as decoder statistics are often symmetrical about zero, especially if the decoder is correlation based, and so we can conveniently use zero as the threshold in distinguishing between bit 1 and bit 0. Many existing watermark detectors assume a portion of the watermark is known in advance. This is satisfied in yes/no watermarks, where the detector knows exactly what the embedded sequence is. If we have a multi-bit payload, watermark detection can be achieved by either of the following: (i) Fix L bits of the payload to be of known value. The watermark decoder decodes the watermark as usual and compares these L bits to the known pattern. If all L bits match, then the watermark is detected.
Note 1: If there is only one watermark, then there is no extra information. However, we can have a set of watermarks and the detector detects each one in tum and retums the most probable one, if the detector output exceeds the threshold. The identity of the detected watermark carries information. Unfortunately, as the size of the set increases, this form of detection becomes impractical.
(ii) Allocate part of the payload energy to a separate watermark, which is embedded as a reference sequence. A watermark detector (e.g. LOD) is used to detect this reference watermark and the decoder proceeds only when the detector successfully detects the reference mark.
The first approach is used in multi-bit schemes such as [7] . The second approach is equivalent to the insertion of a template into a watermarked image, which is used in (e.g. [8, 91) e-'(.) is the inverse of (5). In the case of a yes/no watermark, the first approach is equivalent to splitting the watermark into L bits and uses a watermark decoder for detection. The false alarm rates for both approaches stay the same and the detection probabilities become: Case 1, L-bit fixed pattern:
Case 2, detecting entire sequence as a whole:
Note 2: In [9], the authors proposed a method to detect both the presence of the watermark and the payload length using a Bayesian framework. Note 3: The false positive probability listed here is based on a hard decoder, see the appendix (Section 8.1). where E/No is the ratio of the watermark energy to the power spectral density (PSD) of the noise (assumed to be white). Fig. 1 shows the receiver operation characteristics (ROC) curve for a 128-bit watermark at a ratio Eb/No of 2 dB. We can see that using a separate reference watermark is better than using a fixed L-bit pattern as expected [Note 41. In spread spectrum systems, a reference watermark can simply be superimposed on the actual watermark, as long as the reference mark is orthogonal to the embedded watermark. However, the reference watermark consumes some of the watermark energy and reduces the robustness of the payload watermark. Fortunately, we can use error control codes for watermark detection, as will be demonstrated later.
Error control codes and their properties
Error control codes (ECC) are often used to encode the payload prior to watermark embedding, to improve the decoded error rate. A commonly used ECC in watermarking systems is the turbo code, which is a systematic recursive convolutional code using two or more coders concatenated in parallel. Turbo codes have been shown to achieve close to the Shannon capacity bound [lo] and have found applications in areas where the signal-to-noise ratio is very low. The operation of turbo codes and their use in watermarking can be found in [ 1 11 and will not be discussed here.
Every ECC has a particular error correcting threshold [Note 51. When the input error rate is below the threshold, the code can correct virtually all errors. On the other hand, when the error rate exceeds this threshold, the ECC decoder fails catastrophically and the decoded bitstream appears random. Depending on the decoding method and the nature of the error, the performance of a code degrades in different ways. 
Watermark detection using error control codes and simulation results
Our watermark detection algorithm is based on the property that typical error control codes can correct almost all errors up to a certain level and fail completely if the input error exceeds this level. This detection technique is not new and has been used in the past for detection of unique codewords in satellite communication [ 121. The detection procedure is as follows:
Step I : Assume the received image is watermarked, and extract the estimated watermark.
Step 2: Pass the extracted watermark to the ECC decoder to obtain the most probable payload.
Step 3: Use the ECC encoder to encode the estimated payload. Let us call the resulting coded data the feedback watermark.
Step 4: Compare the feedback watermark with the estimated watermark, and if the difference between them is smaller than a threshold P,, declare a watermark is detected, otherwise declare no watermark is present.
The effects of the threshold BER P, on the false positive and the detection probabilities are discussed next. This procedure can be explained by considering an n-sphere, where n is the length of the codeword. This n-sphere represents all possible n-bit patterns. An (n, k) error control code forms a packing of k-spheres inside the n-sphere (see Fig. 3 The centre of each k-sphere is the corresponding codeword An (n, k) error control code forms a packing of k-spheres within the decoding region of a k-sphere will be decoded to a k-bit payload corresponding to the centre of that k-sphere.
This corresponds to the input BER being within the error correcting capability of that error control code (the radius of a k-sphere). An n-bit pattern extracted from an unwatermarked image will most probably fall into the gaps between the k-spheres. The ECC decoder will decode a k-bit pattern whose k-sphere is closest to the n-bit pattern. However, the distance between the received n-bit pattern and the centre of that k-sphere, which is the codeword after encoding the decoded k-bit pattern, will most probably be greater than the radius of the k-sphere, so we know the decoded payload is not reliable and the image is probably unwatermarked. The radius of the k-spheres is in effect our detection threshold. As we are using the payload itself for detection, we do not waste energy in embedding a reference watermark.
We shall now calculate the probabilities of false detection of a nonexistent watermark and of failure to detect an existing watermark. Given a threshold BER of P,, a false positive will occur if a random n-bit sequence has at least (1 -P,)n bits (assumed to be integer for the moment) in agreement with one of the codewords. The probability that exactly i of the n bits of a random sequence agree with some pattern is As the codeword closest to the extracted n-bit pattern is always chosen and the k-spheres do not overlap, the unconditional false positive probability is just (9) multiplied by the number of codewords:
On the other hand, if at least Pen bits of the extracted watermark codeword are wrong, given that a watermark is present, then we will miss the watermark. The probability that exactly i bits are wrong is where Pb is the probability that any given bit is decoded wrongly. Assuming all codewords are equally likely, the conditional and unconditional miss probability will be the same and are given by
The probability of detection is, therefore,
P D~~~~~, E C C = 1 -PM;~~,ECC
When the length of the codeword n is fixed, the false positive probability depends on k and P,, whereas the detection probability depends on the input bit error rate Pb and P,. The user first chooses the desired maximum allowable output BER of the decoder, the corresponding input BER gives an upper limit of P,. The user then chooses P, as a trade off between probabilities of false positive and detection. Fig. 4 shows how the probability of detection of a (384, 124) turbo code [Note 71 varies with the Note 7: This is the code with block length of 128 bits in Fig. 2 . As the constraint length of the encoder is 5, we need 4 bits of padding and the length of the payload is thus 128 -4 = 124 bits. )). Fig. 5 shows the variation of false positive probability [Note 81 with P,. If we desire a maximum allowable output BER of say this requires P, to be smaller than 0.15 and the false positive probability will be at most
The detection performance will improve if we embed a longer watermark in a larger image, such that the energy per payload bit remains the same, because the gradient of the output BER increases with payload length (see Fig. 2 ).
As mentioned in the introduction, it is possible to detect a watermark in 'one shot' using a maximum likelihood (ML) detector. However, as the set of possible watermarks increases in size, the ML detector becomes rather complicated. Detection using ECC may not be optimal, but, as the ECC decoders use soft outputs between each iteration, the loss of performance compared with an optimal ML detector will be small. Besides, our approach makes it easier to select the threshold. In addition, as the detection stage is embedded using spread spectrum system described in [13] under different JPEG quality factors Note 8: The values of P, are again chosen such that Pen is an integer.
JPEG quality factor
Turbo decoder output BER of same system as in Fig. 6 Fig . 7 independent of the watermark embeddinglextraction process, this technique can be used to detect watermarks in any given watermarking system. We perform simulations using a spread spectrum watermark system in the complex wavelets domain proposed in our previous work [13] . A 124-bit payload is encoded with the rate 1 13 turbo code to form a 384-bit coded watermark, which is then embedded into the 'Lena' image. The resulting PSNR is 38dB. The watermarked image is JPEG compressed and the watermark is detected using the method described here. Figs. 6, 7 and 8 show the input BER to the turbo decoder, the output BER of the payload and the probability of detection of the watermark for a few values of P, under different JPEG quality factors, respectively. The output BER drops below when the input BER is less than about 0.13, and so we can just set P, to 0.13 to maximise the detection probability. The transition from 0 to 1 in detection probability is very sharp around the chosen breaking off point of the turbo code, which justifies the use of error control codes in watermark detection. The threshold input BER under JPEG is slightly lower than that in Section 3 because the interference due to compression is not Gaussian. We did not simulate the false positive scenario because that would involve detecting watermarks from a large database of images, which is impractical. values of P, IEE Proc.-Vis. Image Signal Process., Vol. 150, No. 2, April 2003 Probability of detection qf water-mark under different
Conclusions
In this work, we have addressed the problem of watermark detection, a topic which is often neglected in the literature. We have proposed an algorithm for watermark detection using error control codes. Our approach removes the need for a reference watermark for detection. The user chooses a maximum allowable output BER, and then selects the threshold input BER as a trade-off between false alarm and detection probabilities. Apart from detection, reference watermarks are also used for registration to combat geometric distortion attacks. However, if we construct our watermark sequences in a special way [ 141, the payload watermark can be made to be self-synchronising. As we no longer need a reference watermark, we can put all the available energy into the payload watermark to increase its robustness.
Acknowledgment
This work was supported by the Internal Graduate Studentship generously provided by Trinity College, Cambridge. payload to some known pattern or allocating part of the watermark energy to a separate reference watermark. We assume no error control coding is used here to encode the payload. There are two possible situations where a false positive can occur:
(i) The watermark detector declares a watermark is present when in fact there is none.
(ii) The watermark detector declares a watermark is present when in fact another watermark marked with the wrong key is present.
We can modify our null hypothesis to cope with the two cases as follows:
H,,: y = e no watermark HI: y = s + e H,*: y = s* + e wrong key (13) where e and s are the noise (which includes the host signal) and the desired signal, respectively. from (1) 
L fixed bits
It can easily be seen that the decoder output will be symmetrical around the midpoint between bit 1 and 0 in an unwatermarked image ( . : , u~; = 0 ) . A simple but suboptimal way to detect a watermark is to use a bitby-bit hard decoder, in which case the probability of getting L bits correctly at random (and hence false alarm) is, simply,
If we require a false alarm rate of say lop6, then we need L >_ 20. Alternatively, we can correlate the soft outputs of the decoder with our expected pattern and compare the results with a threshold (chosen, for example, via NeymanPearson), but this is equivalent to the case of using a separate reference watermark in the next section. In order to keep the distortion level in the watermarked image the same, the energy of the payload has to be reduced by a factor of M / ( L + M ) . The effective energy per bit and the effective SNR per bit are
A4

L + M SNR' = ~
SNR
The new bit error rate can be derived using the new SNR (assuming the decoder output follows a Gaussian distribution) as where SNR is the ratio E,,/No at the correlator, in the absence of the fixed pattern, and e(.) is defined in (5). Assuming the decoder decodes 1 bit at a time, we will miss a watermark if any of these L bits is decoded wrongly. Hence, the probability of detection is P, = P(a1l L bits are decoded correctly)
Separate reference watermark
If we allocate some of our watermark energy to a separate reference watermark, say, by scaling the reference and the payload by a l and a2, such that a: + U ; = 1, so as to keep the resulting distortion the same. The payload total energy and the reference watermark energy are a$E and a:E, respectively. If we equate the total energy of the reference watermark in the two cases, we can see that this is equivalent to setting L to As the entire reference watermark is detected as a whole, the effective ratio E / N o of the reference watermark is E' -a:E --
-
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The user chooses the desired false alarm rate, say p , and computes the threshold 3, based on the Neyman-Pearson approach. The relationship between p and 1, is:
where e-'(.) is the inverse of the Q function defined in (5).
The watermark will be missed if the output of the correlator is less than 2. The miss probability can be derived as follows:
The last line follows from (14) and (20). The probability of detection is just
8.3
In the case of a yes/no watermark (i.e. M = 0), the above expressions of detection/miss probabilities need to be modified. If we split the watermark up into L bits and factor of L for each bit, and we obtain 
